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ATO consulting on Pillar 2
implementation impacts

Although we are yet to see legislation for Australia’s
proposed Pillar Two of the Organisation for Economic Co-
operation and Development (OECD)/G20 Two-Pillar
Solution to address the tax challenges arising from
digitalisation of the economy, the Australian Taxation
Office (ATO) has commenced targeted public consultation
with likely affected multinationals on the implementation of
the global minimum tax and a domestic minimum tax.
Consultation will focus on potential administration issues,
compliance and systems impacts. The ATO also proposes
further communication and support materials will be
provided leading up to 1 January 2024 which is the earliest
date that Australia’s proposed Income Inclusion Rule and
domestic minimum tax can apply.

Register of Foreign Ownership of
Australian Assets
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The new Register of Foreign Ownership of Australian
Assets commenced on 1 July 2023. The Register
replaces existing foreign investment registers managed by
the ATO (relating to agricultural and residential land, and
water interests) and expands on the types of assets that
are required to be registered. Under the expanded regime,
foreign persons must notify the Registrar within 30 days of
the registrable event day when they acquire (amongst
other things):

interests in Australian land including agriculture land,
residential land, commercial land, and mining/
production tenements, and

* interests in an Australian entity or business (or when
they start an Australian business).

Exposure draft law for amendments to

Petroleum Resource Rent Tax

The Federal Treasury has released exposure draft law that
proposes to partially implement the Petroleum Resource
Rent Tax (PRRT) Government response to the Review of
the PRRT Gas Transfer Pricing arrangements measure
announced in the 2023-24 Federal Budget. Specifically,
the draft proposes amendments to the PRRT to cap the
availability of deductible expenditure incurred in relation to
a petroleum project for a year of tax.

T =S T EEDHEAFEEFEA, 2023 F7
A1B & YFT-ICRREnEL- ZBHFEIL ATO 2
EEYTLIRFONEARERRE (Bih, FEHEEL
VKFIEICREET D) I HED T, BHEABER
BEOEEMIRKSINTOET RS -HIEICH
WTIESE AKX (EYDIT) LT OLDERFLIZES .
SRATEGSEANELCT-EN 5 30 HURNIZE SRR
[SBHMTD2RBEAHYET .

« B EEM. BEX, BFREERMESTA R
FSUTDIHDIER . LV

s FA—RFSVTDBERKFELIIFTEDIEREZREL
& (FEA—RNSUTOEEFRIBLIZIES)

Ak BIRFRABPRRT)DRIEIZET 5%

=

BIEHE L, PRRTARBEMEHBEREDREL
L COBAFDEZELT2023-24FEEHRFET
FRnf-. BHERF A (PRRT) RIED—#ERE
ZIRETHAHEEZHRRL-, BAMICIE. PRRTH
EQAREETEH. BHIODIVMIBEELTRAEL
RS EARREGHIC ERARTONET,

XAEEE (L. PWC Australian’F4TL1=PwC’s Monthly Tax UpdateZ#iRL-ED TY , RICIFEHEZHLTHYET A, #EEE

IREMBIRDIBENHAHIGE (E. HEBRITERBLL TSN,

Monthly update
PwC

September 2023
3


https://www.ato.gov.au/General/Consultation/In-detail/Matters/Matters-under-consultation/?anchor=BK_202307#BK_202307
https://www.ato.gov.au/General/Consultation/In-detail/Matters/Matters-under-consultation/?anchor=BK_202307#BK_202307
https://www.ato.gov.au/General/Foreign-investment-in-Australia/Register-of-Foreign-Ownership-of-Australian-Assets/?mkt_tok=OTc4LVJKQy0wMTgAAAGNcMYaiqpk_3mSeoSuXe0_g7EvmZJJectaeav_vfoeU5MSM369-Xbu7v5JKDtuGcVRa06MNTHVbltCVVQgMh4ATvtcbycn5NnvMXgGSx38LSikeA
https://www.ato.gov.au/General/Foreign-investment-in-Australia/Register-of-Foreign-Ownership-of-Australian-Assets/?mkt_tok=OTc4LVJKQy0wMTgAAAGNcMYaiqpk_3mSeoSuXe0_g7EvmZJJectaeav_vfoeU5MSM369-Xbu7v5JKDtuGcVRa06MNTHVbltCVVQgMh4ATvtcbycn5NnvMXgGSx38LSikeA
https://www.ato.gov.au/General/Foreign-investment-in-Australia/Register-of-Foreign-Ownership-of-Australian-Assets/?mkt_tok=OTc4LVJKQy0wMTgAAAGNcMYaiqpk_3mSeoSuXe0_g7EvmZJJectaeav_vfoeU5MSM369-Xbu7v5JKDtuGcVRa06MNTHVbltCVVQgMh4ATvtcbycn5NnvMXgGSx38LSikeA
https://treasury.gov.au/consultation/c2023-427388
https://treasury.gov.au/consultation/c2023-427388
https://www.pwc.com.au/tax/taxtalk/assets/monthly/pdf/monthly-tax-update-september-2023.pdf
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F—RMS)T7 OEEFRELESEER* Australian Stamp duty

DUTFIC, A—RRSUTIZE TR ES SRR OREELREZEHL TLET (2023F8A1HIRE)
The following shows the stamp duty rates and thresholds for taxation in Australia (as at 1 August 2023).
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A—RSUT DL ibF LB B* Australian Land tax
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The following shows the land tax rates and taxing dates in Australia (as at 1 August 2023).
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Hydrogen Headstart Program & National Hydrogen A
Strategy Review (1/3)
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1:Australian Renewable Energy Agency, 2: Department of Climate Change, Energy, the Environment and Water, 3: Guarantee of Origin scheme, 4:
Steam methane reforming
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Hydrogen Headstart Program & National Hydrogen A
Strategy Review (2/3)
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ER/KKEIDREL (National Hydrogen Strategy review)
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Source: DCCEEW, “National Hydrogen Strategy Review Consultation Paper July 2023, Australian Hydrogen Council
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Hydrogen Headstart Program & National Hydrogen A
Strategy Review (3/3)

K#EHeadstart 71 77 A e QNEZ K E kGO FLE L

ER/KRKED REL (National Hydrogen Strategy review)
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Financial Services (1/2)

St

APRA responds to emerging
risks in 2023-24 Corporate
Plan

Among the considerations shaping the updated approach
are rising interest rates and high inflation, geopolitical

instability, the growing threat of cyber-attacks and scams,
and the increased frequency of natural disasters.

Among APRA’s key priority areas over the plan’s horizon

are:

- addressing system-wide risks by enhancing cross-
industry stress-testing, and ensuring macroprudential
policy settings remain appropriate for the operating
environment;

- a heightened focus on operational resilience, including
cyber resilience, crisis management and operational
risk management, to maintain the continuity of critical
financial services;

- climate-related financial risks, including a Climate
Vulnerability Assessment for general insurers and
embedding climate risk in APRA’s approach to
supervision; and

- improving superannuation transparency to provide
members with enhanced insights about investment
performance and increasing APRA’s focus on
retirement outcomes.

APRA consults on amendments

Igl—_fr to capital adequacy reporting
— standard
APRA released a letter consultation on its proposed

changes to Reporting Standard ARS 180.0 Counterparty
Credit Risk (ARS 180.0). This consultation contains:

+ Amend ARS 180.0 to only apply to significant financial
institutions (SFls) and

* Move Reporting Form ARF 226.0 Margining and risk
mitigation for non-centrally cleared derivatives (ARF
226.0) to a new reporting standard called Reporting
Standard ARS 226.0 Margining and risk mitigation for
non-centrally cleared derivatives (ARS 226.0), with no
change in reporting obligations

These proposed changes will align the regulatory burden
on non-SFls with APRA’s previous prudential guidance, as
part of the new capital framework’s reduction of reporting
burden on smaller ADIs and improve entities’
understanding of regulatory obligations.

Monthly update
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Financial Services (2/2)
Bl

Reserve Bank and Digital
@:,1 Finance CRC Complete CBDC
= Research Project

The Reserve Bank of Australia (RBA) and the Digital
Finance Cooperative Research Centre (DFCRC) today
released a report on the findings from a joint research
project involving industry that explored potential use cases
for a central bank digital currency (CBDC) in Australia.

The project involved the RBA issuing a limited-scale ‘pilot’
CBDC that was a real legal claim on the RBA. The pilot
CBDC was used by selected industry participants to
demonstrate how a CBDC could be used to provide
innovative payment and settlement services to Australian
households and businesses.

Report :Conclusion

The project did not set out to provide a complete
assessment of the costs, benefits, risks and other
implications of introducing a CBDC. Instead, it was more
narrowly focused on exploring how a CBDC could be used
by industry to enhance the functioning of the payments
system. It is our hope and expectation that the findings
from this project will help to inform a future research
agenda, including further work the project sponsors intend
to undertake over the coming years as they explore the
policy case for a CBDC. Given the many issues that are
yet to be resolved, any decision on a CBDC in Australia is
likely to be some years away.

y

RBA - DFCRC
CBDCERE O Y FDET R
H

=

F—ARSYT7EHEEIT(RBA) ET TR ERER T
#—(DFCRO) AR . A—AFSUTIZHIFHHRIBITTI4
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ZnFOPzHME. CBDC BEADMIRL FIH VRI.ZD
HOEEIZODNWTHTELLETMERETSIEEBMELE
DTIEBYFERA TLA, KFYMWEBFE T, RFVATLOB
BeAtRIL T BI=HICEX RN CBDC 2EDKSITBERATESN
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SEBLNHEMN, SR TOCIIMDOTESEICKY ., BERMIC
EYRYBD ZENT ESNHCBDCOBEEFIERITEIRD
ELT FRDOAEREDORAMBLELEZILED—HEEZD
CEEFBIEFEL, FHFLTVWET . REBELLGE-TWDS
WAaGREEEETHE. A—ANS)7TOH CBDCIZAY 5
REXBEXITHLAREEAHYET,

Other monthly regulatory information is available in
PwC Australia’s Regulatory Update

ZDth, ARIRFN 7T T—RZDLTIE, PwC
Australiad® Requlatory UpdateZ#Z SRS,
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Critical Infrastructure Sectors (1/4)
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Overview

Australia’s legislative reforms to better protect its critical
infrastructure were implemented via the Security of Critical
Infrastructure Act 2018 (Cth), finalised on 17 February
2023 and all compliance obligations are now active.
Japanese firms that own or operate assets in Australia
should consider the impact of these reforms, as those who
are the responsible entity of the asset; or have a direct
interest of 10% or more may have responsibilities to
perform in adherence with the legislation.

In Australia, the state and territory governments share the
following definition of critical infrastructure:

‘those physical facilities, supply chains, information
technologies and communication networks which, if
destroyed, degraded or rendered unavailable for an
extended period, would significantly impact the social or
economic wellbeing of the nation or affect Australia’s
ability to conduct national defence and ensure national
security’ (The Ciritical Infrastructure Resilience Strategy
2015).

The legislation covers eleven (11) industry sectors in
Australia and initial assessments are that approximately
50% of the ASX 300 companies operate critical
infrastructure assets. The legislation applies to privately
owned companies and aligns with some of requirements
under the Foreign Investment Review Board (FIRB) for
assets owned by foreign owned companies.

Globally — critical infrastructure regimes are gaining
popularity with Japan being a world leader with the
implementation of the Economic Security Protection
Act 2022 (Act 43 or 22) (ESPA). Japan has planned for
the implementation of policies associated with securing
critical infrastructure in November this year. A number of
other nations including the United States and United
Kingdom have produced guidance on securing critical
infrastructure and are now moving to legislate.

Sectors

Under the Australian regime, eleven (11) critical
infrastructure sectors have been identified and captured:
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Space Technology >
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Transport & Freight 3%
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Water and Sewage
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X Sectors identified as being critical
in Japanese under the Economic
Security Protection Act 2022 (Act 43
or 22) (ESPA)
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Critical Infrastructure Sectors (2/4)
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Obligations for Critical Infrastructure -
General Obligations

The central feature of the legislation is the requirement for
critical infrastructure asset operators to demonstrate
adequate risk management, using an all-hazards
approach. Under the legislation critical infrastructure
entities within the defined sectors and industries must
reasonably demonstrate they have aligned to legislative
requirements through a Board-level attestation to the
Minister for Home Affairs.

The table of obligations on the following page (Appendix
A) collectively act to support entities to perform effective
security practices for their critical infrastructure assets.
Additionally, the legislation enables the Minister to name
new critical assets and to “step in” or take over assets that
cannot perform security functions.

The Australian regime applies two main sets of obligations
to critical assets depending on:

« the degree to which their sector is already regulated,
and

» the criticality of the specific asset or network of assets.

These allow the Government to require various entities to
perform some or more positive or enhanced cyber security
obligations accordingly.

Aside from compliance, there are significant flow-on
benefits for companies investing in effective risk
management planning. Taking an all-hazards approach to
your enterprise will improve resilience, help identify
scenarios where unanticipated costs and risks could arise
and uncover opportunities for greater efficiencies.

Appendix B includes a case example of an organisation’s
activities undertaken to achieve compliance and
implement a robust risk management plan in line with
obligations.

There is no one-size-fits-all approach to critical
infrastructure risk management - every organisation is
unique and requires risk management solutions tailored to
its specific needs. A cornerstone of the reforms is the
ability for captured entities to demonstrate they are taking
reasonable steps to mitigate threats. Engaging with the
reforms and finding the right solution for your organisation
is an opportunity to find efficiencies, manage risk and
ultimately help secure Australia.
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Critical Infrastructure Sectors (3/4)
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Appendix A - Obligations Table

Obligation

T

Government direction and
intervention obligations
B OEREN AR

Protected information

TEERIRGE

Register Critical Assets
BEEAISEEDER

Risk management
program
YRYEBTOG 5L

Notification of cyber
security and operational
incidents
YANR—tx1)T148&U
EREDAVOTUNDE
%1

Notification to data
processor / data storage
providers
T—ANEE/T—FR
L—S7 0 E—~ D&
0

Monthly update
PwC

Reference in the
legislation

ETRSE

Sections 35AM, 35AT
and 35BB

Part 3A of the SOCI
Act

Section 45
Part 4/5 of the SOCI
Act

Sections 23 and 24
Part 2 of the SOCI Act

Section 30AC
Part 2A of the SOCI
Act

Sections 30BC and
30BD

Part 2B of the SOCI
Act

Section 12F
Part 1 of the SOCI Act

Appendix A -EZHF EDORESRH

Summarised Key Requirement
FELGEHDOEN

No specific requirements, activity or document required other
than generally agreeing to support Ministerial Direction —
typically an existing compliance policy where there is a
statement about ‘acting lawfully’.

B REXIET D EIT—RMICAE T DI LM, FED
EBBERUVEBRBHETITIETAOXEERIIVDESYFEREA. B
X TEENICTETHICLICEAT SRR HLBRFO B
VIGATURRI O —DEATHRESKET,

Information related to critical assets is identified and
protected. Guidance on identifying specific information
holdings and providing guidance on the storage, access and
dissemination and disposal of these documents and data sets.
EE(UIFEEICEEY HEMEFEL. RELEY, BERR
REEHBETILODHIFIVR RUCNEDXE - T—HDR
BTV EX B, BE-NBICBETIAM I RERBLET,

Register assets with the regulator, update the register within
30 days if there is a change in ownership/operation and within
6 months if there is a new asset.

B LEBANEE(UISEEORRERE. MAECERICER
APHo=15E L 30 HURDEHRENBSDEE., F-HLLVEE
ZRETHEEL 6 MALRICEZEEEHETILENHY
i‘d—o

A single written plan describing the risk management program
for critical assets. We recommend the content correspond
with fields required in the attestation for risk management
form.
TENRETIEEAVISEEICRTDIRIEEBTOI S A
BRUGEOERZER. AR, VRO EEIIRE I+ —LDILE
T4—ILREEEL TS LEREOLET

A verbal and then a written report to the ACSC within a period
of 12 and then 72 hours. A template or guidance document
identifying what is a critical asset and what is a significant or
reportable impact would support compliance.
YAN—X2TARGER LD TUMERK12 BEREILL
HNICABETOHRE . RU72 BFELIRNIC EETOHRELTACSC
~NTIEH. B TANEBRAVIZEETHY . AINEEE(E
MEFTREFZETHINEHIWN=TFUTIL—ERIFHAE R
XEDBAIZKYERBBTFEIENFT,

Notify data processors that they are managing information
related to a critical asset. This would require mapping of
assets to data to processors. A record of this advice is
recommended for audit purposes.

T—HNBEIC, EEAUITEEICETAEREEELTINSS
EDBEH, CHICFT—FNBE~NEENIFEET —FDTY
ELTARELAYES , BEEEEAIC. COT—EIEVT %
RBLARFTDIENHREINET,
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Appendix B - Case Study

The company understood the requirement to perform
compliance activities and commenced a program of work
to understand obligations and key activities. Their journey
to a good compliance posture was as follows:

1. Understanding what assets are critical: the
company managed a number of assets that met the
criteria for “critical” under the legislative guidance. A
process was performed to identify all the likely assets
and then understand ownership and operational
responsibilities. Assets were identified in multiple
different critical infrastructure sectors.

2. Obtaining legal advice: a significant aspect of
compliance was obtaining a legal view of the
application of the legislation over the assets. This
process provided the company confidence that no
assets had been excluded in error or were included
unnecessarily.

3. Engaging with the regulatory authorities: the
significance of the companies contribution to the
Australian economy and national security was
recognised through engagement with the regulator for
critical infrastructure. This developed a positive
relationship with the regulator and the company and
supported performance of best practice compliance.

4. Supporting risk management: the company
structure was not typical for an Australian business
context and this presented challenges for risk
identification and management in the manner
expected by the regulator. This was resolved by the
performance of risk assessment workshops with
business and the creation of a critical infrastructure
specific approach to risk reporting.

5. Engaging parts of the business: the company
owned and operated various businesses that were
quite distinct from each other. Efforts to engage,
educate and orient these business leads to the
requirement and the establishment of a centralised
function for compliance on SOCI overcame
challenges arising from these differences.

6. Transitioning to Business As Usual (BAU): the
company has registered assets, prepared a risk
management plan and is now preparing for the first
year of compliance operations.
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DEBAITFEII—DHRAREFESINFEL =,

2. EMTENLROEE: OV TSATUREFERT B8
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BEROWEEICAT TEBEEDTVET,
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Zoe Thompson, Director, Critical Infrastructure | zoe.thompson@au.pwc.com

Masaru Nagasaka, Senior Manager | &Ik £. =7 Y#—L+v— | masaru.a.nagasaka@au.pwc.com
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Previous Newsletters 2023
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2023 August
» Licensing exemptions for foreign financial services

providers

* ATO’s findings report on APA program review

» Australian Healthcare Sector

» Legal considerations for cross-border remote work,
and more

2023 July
¢ Australian Offshore Wind Power

* New FATF publications released on fighting
financial crime

» ASIC highlights focus areas for 30 June 2023
reporting

* New interest limitation and transparency measures,
and more

2023 June

* New draft PCG on intangible arrangements

* Australian Hydrogen Industry

» New Statement of Expectations and Statement of
Intent for the APRA

» PwC'’s Financial Reporting Update 2023

* Report of the statutory review of the Modern
Slavery Act 2018, and more

2023 May
+ ESG and Sustainability in 2023

» Draft legislation for public country-by-country
reporting

» Safeguard Mechanism

* APRA has released an updated timeline for the
implementation of CPS 230

* Great expectations for ESG in Australia’s property
sector, and more

2023 April

» Transport projects

» ESG Reporting and Governance trends 2023

« Consultation on draft legislation for changes to thin
capitalisation

» Australian Carbon Credit Market update

» Safeguard Mechanism, and more

2023 March

* Measurement and Evaluation of Sustainability:
Rethinking Environmental Accounting

» Capital management measures introduced into
Parliament

* APRA released ADI centralised publication
consultation response

* Network investment opportunities - renewable
energy zones, and more

2023 February
* Quality of Advice Review - Final Report

* RTP Schedule changes for 2023
* The Labor government’s Climate Policy, and more
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