Based on our observations fromincident response cases and other cyber engagements worked on by
PwC firms ss the network, th 3 ssage to organisations is clear: no entity is immune to cyber atta

The cybéf'ihreat landscape today reflects a gaping trust deficit. An attack can infect your IT system in secol
—and you have as little as 15 minutes to act before it’s too late. e

The actions you take in those 15 minutes will help to
preserye the trust you’'ve spent years building with your
customers, suppliers, employees, or anyone who matters
to your organisation.

In an increasingly connected world, foundational building blocks of
security measures need to expand beyond firewalls, antivirus
softwares and disaster recovery to proactively monitor and hunt
threats, and respond to attacks swiftly.

The options for safeguarding your digital assets are wide-ranging.
However, organisations we spoke to share 3 common challenges:

Setting up and maintaining an internal security
operations centre (SOC) that runs 24/7 requires

significant investments in personnel, infrastructure
and technology

Traditional managed security services (MSS) that
@;77 focus on perimeter security and monitor individual
T T technologies and application systems may not be
effective in today’s digital-enabled world

Cloud-based or off-the-shelf solutions are not
c Tt 5 customised to the organisation or the industry it is in




Why PwC’s Dark Lab Vietnam?

Powered by Red Team.

It takes a hacker to know one. Our team of certified
white hat hackers “red teamers" are trained to think
like attackers, allowing them to proactively identify
and exploit vulnerabilities in your systems before
attackers get there.

In-depth defence. Solution focused.

Our goal is to deliver solutions that protect your
whole organisation beyond your IT perimeter,
unrestricted by the number of devices, Data
volume and your existing infrastructure — all
within a predictable pricing model.

Global threat intelligence. Regional
regulatory support. Local expertise.

Agility and speed of response are key to stopping
the spread of infection. Our local team uses their
intimate knowledge of the latest attack techniques of
110+ distinct threat actors from around 20 countries
to develop detection and response strategies that
work for your organisation, in line with the Vietnam
regulatory requirements.

(/: PwC is a CREST-accredited firm to provide a range of

CREST security and threat operations services in this region

Speak to us about cybersecurity
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Digital Trust and Cybersecurity Services

Our Cyber Threat Operations
services span the full lifecycle,
from prevention to response.

¢ Vulnerability Assessment and Penetration Testing
¢ Red Teaming Exercise

* Blue Teaming and Purple Teaming Exercise

® Phishing Campaign

® Source Code Review

e Security Configuration Testing and Review

¢ Cloud Security

e PwC Global Threat Intelligence (GTI) Subscription
e Brand Protection Services
¢ Deep and Dark Web Monitoring

e Managed Surveillance Services (24/7 security
monitoring)

e Managed Endpoint Detection and Response (MDR)
e Managed Defence (Security Solution-as-a-Service)
¢ Managed DevSecOps

¢ Cyber Forensic and Digital Investigations

¢ Incident Response and Crisis Management
e Compromise Assessment

e Threat Hunting
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